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= The oil and gas industry uses a variety of complex systems and technologies that are becoming
increasingly vulnerable to cyberattacks.

= Toimprove the cybersecurity posture of the industry, the Yorld Economic Forum has
established the Cyber Resilience in Qil and Gas initiative.

= Through the Cyber Resilience Pledge, over 20 global CEOs committed to wiork together to

improve cyber resilience across the ecosystem.

The impact.

The oil and gas industry uses a range of complex systems and interconnected technologies to
extract, transport and refine oil and gas products, Wehile these these technologies are necessary to
supportthe delivery of energy services and products, they are increasingly vulnerable to
cyberattacks thus making cybersecurity critical to collective resilience,

The \Waorld Economic Forum's Centre for Cybersecurity launched in 2020 the Cyber Resilience in Oil
and Gas initiative to strengthen the cybersecurity posture of the industry, The initiative comprises of
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collective action on cyber resilience.

One of the key initiatives of the community is the Cyber Resilience Pledge. Afirst-of-its-kind, the
pledge is endorsed by 21 oil and gas chief executives committed to taking a common approach to

cyber resilience and protecting digital infrastructure and assets in the sector.

Pledge endorsers include Aker, Check Point Software Technologies, Claroty, Cognite, Dragos,
ECOpREtiol, Eni, EnGuest, Galp, Global Resilience Federation, Institute for Security and Safety (155),
KnowBed, Maire Tecnimont, Occidental, OT-ISAC, PETRONAS, Repsol, Shell, Saudi Aramco,
Schneider Electric and Suncor Energy.

By signing the Cyber Resilience Pledge, all parties endorsed the cyber resilience principles to guide
leadership and board members through the process of cultivating a cyber-aware and resilient

corporate culture,

“One company working alone is effectively like locking the front gate while leaving the back door
wicle open. We must work together if we want to truly protect the critical energy infrastructure that
hillions of people around the world depend upon.”— Amin H. Masser, President and Chief

Executive Officer, Saudi Aramco

The challenges of cybersecurity in the oil and gas industry.

The oil and gas industry powers the global economy and is vital to national security, For this reasaon,
protecting this part of the critical infrastructure is fundamental for maintaining the security of

people and stability of societies.

With a heawy reliance on technology and information systems to operate, a successful cyberattack
against an oil and gas company could have serious conseguences, such as operational disruptions,

economic losses, reputation damage and even environmental harm,

“Critical infrastructure security is at a pivotal juncture, where threats are proliferating and evolving,
but there's also a growing collective interest and desire in protecting our most essential systems."—
YanivWardi, Chief Executive Office, Claroty

To illustrate, an attack against 2 major US pipeline system in 2021 not only resulted in the disruption
of operations and financial losses for the company, but also had a cascading effect on other
industries, For example, the aviation sector saw disruptions due to jet fuel shortages, and the fear
of a gascline crisis caused panic buying which in turn led to price spikes at gas stations across the
Us,

Additionally, during times of geopelitical conflict, the oil and gas sector, as the owner and operator
of critical infrastructure, is a target for nation-state actors, hacktivists, and other attackers motivated
by political, economic, or strategic interests. For example, prior to the Ukraine crisis, at least 21 gas
producers in the US experienced cyberattacks targeting the production, exportation and

distribution of liquified natural gas.

Our approach to strengthening cyber resilience.

The Cyber Resilience in Oil and Gas initiative is a programme that brings together a multistakeholder
community of more than 100 senior executives and practitioners from the oil and gas and ICT
industries. By involving a diverse group of stakeholders from multiple industries, the initiative aims

to foster collaboration and information sharing.

The Cyber Resilience Pledge was launched at the Annual Meeting in Davos in 2022, Itis based on six
guiding principles for cyber resilience that are specific to the oil and gas industry. These principles

are designed to help boards of directors take action on cybersecurity within their organizations.

In addition to the Cyber Resilience Pledge, the initiative has also developed several other resources
and tools, One of these is a harmonized and streamlined approach for managing third-party cyber
risks. Wiith the increasing use of third-party vendors and service providers in the oil and gas

industry, managing these risks has become a critical issue, The initiative has provided a framework
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for companies to assess and mitigate these risks in order to help them ensure the protection of
their digital infrastructure and assets,

Cost and time
efficiencies

Multidimensiconal
risk coverage

: Transparency

Cyber resilience in oil and gas: Key benefits of adopting a holistic approach to third-party risk

Mmanagement

Another key area of focus is the zero-trust model in cybersecurity which has been subject to a lot of
confusion and misunderstanding. To develop a shared understanding of the security model, the
community has outlined a set of guiding principles for its successful implementation, providing a

valuable resource for companies looking to improve their cybersecurity readiness.

The initiative has also launched a guidebook to help organizations and their cyber leaders along a
cyber secure and resilient energy transition journey. This guidebookis intended to support
executives manage the energy transition while embedding cybersecurity and resilience into

corporate processes and in the design of green technologies.

"It is imperative that actors from the industry join strengths and cooperate to make the cyberspace
safer and more resilient. We invite other industry players to join this collective effort to deliver
sustainable, safe, and reliable energy.”— Barbara Frei, Executive Wice-President and Chief Executive

Officer, Industrial Automation, Schneider Electric

Get involved.

The Cyber Resilience in Oil and Gas initiative is led by the Forum's Centre for Cybersecurity and

Platform for Shaping the Future of Energy, Materials and Infrastructure,

Organizations are invited join this initiative and bring their expertise to collaborate and strengthen

the cyber resilience of the global eil and gas infrastructure.
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Monkeypox, an emerging pandemic
Movember 16, 2022

This article was written for The European
Sting by one of our passionate readers, Ms.
Maryam Omar Alamodi, a 4th year medical
student at Alfaisal University. college of
Medicine in Riyvadh, Saudi Arabia. The
opinions expressed within reflect only the
writer's views and not necessarily The
European Sting's position on the issue. While
the world is [...]
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Donatas Palavenis. The opinions expressed
within reflect only the writer's views and not
necessarily The European Sting's position on
theissue, The commentary reviews the
results of the 2021 Calls for Proposals for the
European Defence Fund (EDF) where
participants from [...]
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longway in terms of preparingto [...]

Putin and turning the other cheek
June ¥, 2022

This article was written for The European
Sting by one of our passionate readers, Mr
Tomasso Merlo. The opinions expressed
within reflect only the writer's views and not
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Putin, had to let him getto Kiev and at that
point launch [...]

COP 26: Goals & Critical Criticism
March 11, 2022

This article was written for The European
Sting by one of our passionate readers, Dr
Animesh Upadhyay. The opinions expressed
within reflect only the writer's viewss and not
necessarily The European Sting's position on
the issue, The 26th Conference of the Parties
lasted from the 31st of October 2021, until
the end of 12thNovember 2021, One [..]

Mare i-Stings

© 00
©

Tweets from
@europeansting

6. The European... W
@europe... - 54m
i
30 years of the EU single

market: Time to face
new challenges



europeansting.com

30 wears of the EL single market:
Time to face new challenges

O O

The European... W
@europea... - 1h

Protecting gamers and
encouraging growth in the
video games sector

europeansting.com
Protecting gamers and
encouraging growth in the vide. .,

Q O ®©

F"h The European... W

Happens in Brussels

European Citizens' Panel on food waste -
Session 2

January 18, 2023

The second session of the European
Citizens' Panel on food waste aims to
develop and consolidate ideas for
recommendations around 3 main topics:
‘Cooperation in the food value chain: From
farm to fork, Food business initiatives and
‘Supporting consumer behavioural
change”.

European Citizens' Panel on food waste -
Closing session

January 18, 2023

The closing session of the European
Citizens' Panel on food waste is where the
conclusions of debates and
recommendations will be submitted to the
European Commission and its inclusion in
the package accompanying the legislative



proposal of setting EU food waste
reduction targets.

General Affairs Council

January 17, 2023

The General Affairs Council is composed of
European affairs ministers from all EU
member countries. Itis responsible for
dossiers that affect several policy areas,
such as EU enlargement, EU's multiannual
financial framework, cohesion policy and
matters related to the EU's institutional
issues,

Agriculture and Fisheries Council

January 17, 2023

The Agriculture and Fisheries Council
brings together every month member
countries’ ministers responsible for
fisheries and agriculture. It discusses
issues related to agriculture and fisheries,
including food safety, animal health,
animal welfare and plant health.

Foreign Affairs Council

January 17, 2023

The Foreign Affairs Council is made up of
foreign ministers from all EU member
countries. Itis responsible for the EU's
external action, which includes foreign
policy, defence and security, trade,
development cooperation and
hiumanitarian aid.

Coreperl

January 17, 2023

Coreper I deals with the following policy
areas of the Union: » employment, social
policy, health and consumer affairs »
competitiveness = transport,
telecommunications and energy =
agriculture and fisheries » environment »
education, youth, culture and sport

CaoreperII

January 17, 2023

COREPER II deals with the following policy
areas of the Union: = general affairs and
external relations = economic and financial
affairs = justice and home affairs =
preparation of the European Council work

CaoreperII

January 17, 2023

COREPER II deals with the following policy
areas of the Union: = general affairs and
external relations = economic and financial
affairs = justice and home affairs =
preparation of the European Council work

Coreper I

January 17, 2023

Coreper I deals with the following policy
areas of the Union: = employment, social
policy, health and consumer affairs =
competitiveness = transport,



telecommunications and energy =
agriculture and fisheries = environment =
education, youth, culture and sport

Coreper I

January 17, 2023

Coreper I deals with the following policy
areas of the Union: = employment, social
policy, health and consumer affairs »
competitiveness = transport,
telecommunications and energy =
agriculture and fisheries » environment »
education, youth, culture and sport
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Press release - MEPs call for a firmer
response to Russian threats to European
security

January 18, 2023

War in Ukraine, rising global
authoritarianism, a more assertive China
and the climate emergency have caused a
tectonic shift in the geopolitical landscape,
MEPs warn.Committee on Foreign
AffairsSubcommittee on Security and
Defence Source : © European Union, 2023
-EP

Press release - Marc Angel elected Wice-
President of the European Parliament
January 18, 2023

The newily elected Wice-President replaces
Ewa Kaili (MA, EL) as the fifth WP in the
Parliament’s Bureau Committee on
Constitutional Affairs Source : © European
Union, 2023 - EP

Press release - 30 years of the EU single
market: Time to face new challenges
January 18, 2023

The European single market remains one
of the EU's greatest achievements and a
key tool to protect people and businesses
intimes of crisis.Committee on the Internal
Market and Consumer Protection Source :
European Union, 2023 - EP

Press release - Protecting gamers and
encouraging growth in the video games
sector

January 18, 2023

On YWednesday, Parliament called for
gamers to be better protected from
addiction and other manipulative
practices, while emphasising the potential
of this innowvative sector. Committee on the
Internal Market and Consumer Protection
Source : @ European Union, 2023 - EP

Press release - MEPs demand continued
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with rising prices

January 18, 2023

In a debate with Presidents Michel and
von der Leyen, MEPs called for continued
support for Ukraine and a common EU
response to the US inflation reduction act.
Source: @ European Union, 2023 - EP

Press release - EP TODAY

January 18, 2023

Wednesday, 18 January Source
European Union, 2023 - EP

Press release - Corruption allegations:
Parliament has to seize the moment, MEPs
say

January 17, 2023

©ne month after the allegations and
charges against some MEPs, Parliament
took stock of developments and
demanded concrete action to close
loopholes.Committee on Constitutional
Affairs Source : © European Union, 2023 -
EP

Press release - Swedish Prime Minister
outlines priorities to make EU greener,
safer and freer

January 17, 2023

On Tuesday morning, Swedish Prime
Minister UIf Kristersson discussed the
priorities of the Swedish Council
Presidency with MEPs in Strasbourg,
Source : ® European Union, 2023 - EP

Press release - Waste shipments: MEPs
push for tighter EU rules

January 17, 2023

On Tuesday, Parliament adopted its
negotiating position for talks with EU
governments on a new law to revise EU
procedures and control measures for
waste shipments.Committee on the
Environment, Public Health and Food
Safety Source: © European Union, 2023 -
EP

Article - Five ways the European Parliament
wants to protect online gamers

January 17, 2023

The European Parliament wants better
consumer protection for online video
games while boosting the sector’s
potential. Source : @ European Union,
2023 -EP
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(Credit: Unsplash) This article is
tbrought to you in association
with the European Parliament.
Established 30 ywears ago in
1953, the EU single market
accounts for 56 million jobs and
25% of EU's GDP Serious
challenges require its
transformation and rengwed
political cormrmitment A well-
functioning single market is key
to achieving strategic autononmy
and resilience The European
single market remains one of the
EL's greatest achievements and
a key tool to protect people and
businesses in tirmes of crisis....
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